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Background:

The Institute for Technology and Society (ITS), in collaboration with CiviKos, is
undertaking the development of a Specialized Guideline for CSOs on Data Protection,
as part of the “Enhancing Data Protection and Cybersecurity across Sectors in Kosovo"
project, financed by the Embassy of the Netherlands in Kosovo. This initiative aims to
equip Civil Society Organizations (CSOs) in Kosovo with the necessary knowledge and
practical tools to enhance their data protection and cybersecurity practices, particularly
when working with vulnerable communities, such as women, children, and marginalized
groups.

The increasing reliance on digital platforms anad data-driven activities has exposed CSOs
to significant challenges in ensuring the security and privacy of personal data. Many
organizations lack the required expertise to comply with Kosovo’s data protection laws
and international best practices, leaving sensitive data at risk. Recognizing this gap, ITS
and CiviKos will collaborate to create a practical, accessible, and comprehensive
guideline tailored to the specific needs of CSOs.

This guideline will cover key aspects such as Kosovo’s data protection legal framework,
best practices for secure data management, risk mitigation strategies, and compliance
with the Law No. 06/L-082 on Personal Data Protection of Kosovo . Additionally, it will
offer sector-specific recommendations and real-world case studies to help CSOs
effectively implement data protection measures in their daily operations.

To ensure widespread adoption and practical usability, ITS and CiviKos will actively
engage with CSOs throughout the development process, gathering input from
stakeholders and conducting consultations. Upon completion, the guideline will be
widely disseminated through a social media campaign, as well as to the CSO network of
CiviKos and ITS with the support of the Information and Privacy Agency, ensuring that
CSOs across Kosovo can implement effective data protection measures.

By strengthening data protection capabilities within the civil society sector, this initiative
contributes to broader efforts to uphold digital rights, promote ethical data governance,
and enhance the accountability of organizations handling sensitive information.
Ultimately, the guideline will serve as a critical resource for fostering a more secure,
legally compliant, and responsible CSO ecosystem in Kosovo.



Objective of the Assignment:

The primary objective of this assignment is to develop a specialized, user-friendly
guideline to support CSOs in understanding and implementing best practices for data
protection and cybersecurity. This will contribute to enhancing overall compliance with
national data protection laws and strengthening the security of personal data handled by
CSOs, especially those working with vulnerable groups.

The guideline will:

o Explain Kosovo's legal framework on data protection, particularly Law No. 06/L-
082 on Personal Data Protection.

o Highlight accountability measures, including data protection policies, roles, and
responsibilities within an organization to ensure ongoing compliance.

o Provide clear, practical guidance on secure data management.

e Deliver sector-specific recommendations tailored to the unique needs and
operations of CSOs.

o Equip CSOs with knowledge of their legal obligations and rights regarding data
protection, fostering a compliance culture within the civil society sector.

o Ensure accessibility by presenting best practices in a structured, easy-to-follow
format.

o Support implementation through outreach efforts, leveraging the CSO networks
of CiviKos and ITS, as well as the Information and Privacy Agency (AIP), ensuring
widespread dissemination and adoption of the guideline.

This assignment is essential for improving the overall data security awareness and legal
compliance within Kosovo’s civil society sector, contributing to a safer and more
responsible approach to handling personal data.Requirements for the Data Protection
Expert Position:

Requirements for the Data Protection Expert:
e Master's Degree in Law or Social Sciences, or a Bar Examination qualification.

e Minimum of 5 years of work experience, including at least 3 years specializing in
drafting legal analyses, policies, or similar reports. Experience in the field of data
protection or similar field is highly preferred.

o Excellent writing skills in both Albanian and English are essential.

e A deep understanding of legal frameworks and principles related to data
protection.



e Strong analytical and research skills for conducting thorough assessments and
compiling detailed reports.

e Effective communication skills are crucial for articulating complex legal concepts
and engaging with various stakeholders.

Financial Remuneration:

The expert engaged for this assignment will be compensated at a rate of €150 per day.
Given the allocation of 15 working days for the completion of the assignment, the total
financial remuneration for this project will be €2250. Payment terms and conditions will
be specified in the contract, including the schedule for invoicing and payment process
details. Applicants are advised that the agreed upon remuneration is inclusive of all taxes,
insurance, and other costs associated with the services provided. The expert will be
responsible for managing their own tax and insurance obligations in accordance with
local regulations.

Scope of the Assignment for Data Protection Expert:

The Data Protection Expert will be responsible for developing a Specialized Guideline for
CSOs on Data Protection, ensuring that it effectively supports CSOs in improving their
compliance with data protection laws and best practices. The expert will undertake the
following tasks:

1. Research and Legal Analysis

o Conduct an in-depth review of Kosovo’s Law No. 06/L-082 on Personal Data
Protection and other relevant legal frameworks.

o Analyze key data protection challenges faced by CSOs, particularly those working
with vulnerable groups such as women, children, and marginalized communities.

o Assess international best practices, including frameworks from the EU, to align
the guideline with widely recognized standards.

2. Guideline Development

e Develop a clear, practical, and user-friendly guideline that helps CSOs comply
with data protection regulations.

o Provide guidance on developing internal data protection policies, training staff,
and implementing security measures to safeguard sensitive data.



3. Stakeholder Engagement

o Gather input from key stakeholders, including CSOs, the Information and Privacy
Agency (AIP), and legal experts, to ensure the guideline is relevant and practical.

o Incorporate feedback from ITS and CiviKos to refine and enhance the guideline’s
applicability to the civil society sector.

4. Finalization and Dissemination
e Submit the finalized guideline to ITS and CiviKos, ensuring that all feedback is
incorporated.

o Support the dissemination of the guideline through a social media campaign, CSO
networks, and digital platforms, maximizing its accessibility and impact.

Timeline and Assignment Specifics

Deliverables Ideal Working Days
Timeframe Allotted

Initial coordination meeting with ITS & | Week 1 1

CiviKos

Research and data collection Week 1-2 5

Drafting the guideline Week 2 -4 5

Stakeholder meeting for feedback Week 4 1

Incorporating feedback and finalizing the | Week 4 - 5 3

guideline

Submission of the final guideline End of Week 5 | 1

Total Working Days 5 weeks total | 15

Note: The timeframe provides flexibility to accommodate the workflow, considering the 15 working
days allocated. The expert is expected to manage their time efficiently within the provided
timeframes, with the final deliverable due by the end of the assignment period. Regular progress
reports to ITS are expected.



Deadline and Submission of Documents:

Interested candidates must submit the required application documents no later than 21
March 2025 at 16:00. Applications should be sent via email to info@institutets.com. The
application must include the following documents:

e Professional CV: A detailed curriculum vitae reflecting relevant education and
work experience, particularly emphasizing experience in data protection or
similar field.

e Samples of Previous Work: Examples of previous analyses, reports, or research
that the candidate has authored or contributed to, especially those related to data
protection or closely associated fields.

Applicants are reminded to ensure that all documents are complete and accurately
represent their qualifications and experiences related to the requirements of the Data
Protection Expert position. Incomplete applications or those received after the specified
deadline will not be considered.



Instituti pér Teknologji dhe Shogeéri (ITS)
Termat e Referenceés - Kérkesé pér shérbime

Sfondi:

Instituti pér Teknologji dhe Shogéri (ITS), né bashképunim me CiviKos, po zhvillon njé
Udhézues té Specializuar pér OJQ-té mbi Mbrojtjen e té Dhénave. Kjo iniciativé ka pér
géllim t'i pajisé Organizatat e Shogérisé Civile (OJQ) né Kosové me njohurité dhe mjetet
praktike té nevojshme pér té pérmirésuar praktikat e tyre té mbrojtjes sé té dhénave dhe
sigurisé kibernetike, vecanérisht kur punojné me komunitete té cenueshme, si graté,
fémijét dhe grupet e margjinalizuara.

Pérdorimi i gjithnjé e mé madh i platformave dixhitale dhe aktiviteteve té bazuara né té
dhéna i ka ekspozuar OJQ-té ndaj sfidave té médha né sigurimin e privatésisé dhe
mbrojtjes sé té dhénave personale. Shumé organizata nuk kané ekspertizén e nevojshme
pér té pérmbushur kérkesat e ligjeve té mbrojtjes sé té dhénave né Kosové dhe praktikave
mé té mira ndérkombétare, duke rrezikuar késhtu té dhénat e ndjeshme. Duke e njohur
kéte boshllek, ITS dhe CiviKos do té bashképunojné pér té krijuar njé udhézues praktik,
té qasshém dhe gjithépérfshirés té pérshtatur pér nevojat specifike té OJQ-ve.

Ky udhézues do té pérfshijé aspektet kryesore si: korniza ligjore pér mbrojtjen e té
dhénave né Kosové, praktikat mé té mira pér menaxhimin e sigurt té té dhénave,
strategjité e zvogélimit té rreziqgeve dhe pajtueshmériné me Ligjin Nr. 06/L-082 pér
Mbrojtjen e té Dhénave Personale t&é Kosovés. Pér mé tepér, do té ofrojé rekomandime
specifike pér sektorin dhe studime rasti pér té ndihmuar OJQ-té né zbatimin efektiv té
masave té mbrojtjes sé té dhénave né aktivitetet e tyre té pérditshme.

Pér té siguruar njé adoptim dhe pérdorim té gjeré, ITS dhe CiviKos do té angazhohen
aktivisht me OJQ-té gjaté procesit té zhvillimit, duke mbledhur inpute nga palét e
interesuara dhe duke zhvilluar konsultime. Pas pérfundimit, udhézuesi do té
shpérndahet gjerésisht pérmes njé fushate né rrjetet sociale, si dhe pérmes rrjetit t& OJQ-
ve té CiviKos dhe ITS, me mbéshtetjen e Agjencisé pér Informim dhe Privatési (AIP),
duke siguruar qé OJQ-té né gjithé Kosovén té mund té zbatojné masa efektive pér
mbrojtjen e té dhénave.

Pérmes forcimit té kapaciteteve pér mbrojtjen e té dhénave brenda sektorit té shoqgérisé
civile, kjo iniciativé kontribuon né pérpjekjet mé té gjera pér té mbrojtur té drejtat
dixhitale, pér té promovuar qgeverisjen etike té té dhénave dhe pér té rritur llogaridhénien
e organizatave qé trajtojné informacion té ndjeshém. Né fund, ky udhézues do té shérbejé
si njé burim thelbésor pér krijimin e njé mjedisi mé té sigurt, ligjérisht té pajtueshém dhe
mé pérgjegjés pér OJQ-té né Kosové.



Objektivi i Detyrés:

Qéllimi kryesor i késaj detyre éshté zhvillimi i njé udhézuesi té specializuar dhe té lehté

pér pérdorim, pér té mbéshtetur OJQ-té né kuptimin dhe zbatimin e praktikave mé té
mira pér mbrojtien e té dhénave dhe siguriné kibernetike. Kjo do té ndihmojé né
pérmirésimin e pajtueshmérisé me ligjet kombétare té mbrojtjes sé té dhénave dhe
forcimin e sigurisé sé té dhénave personale gé trajtohen nga OJQ-t€, vecanérisht ato qé
punojné me grupe té cenueshme.

Udhézuesi do té:

Shpjegojé kornizén ligjore té Kosovés mbi mbrojtjen e té dhénave, vecanérisht
Ligjin Nr. 06/ L-082 pér Mbrojtjen e té Dhénave Personale.

Theksojé masat e llogaridhénies, duke pérfshiré politikat e mbrojtjes sé té dhénave,
rolet dhe pérgjegijésité brenda njé organizate pér té siguruar pajtueshmériné e
vazhdueshme.

Ofronte udhézime té qarta dhe praktike pér menaxhimin e sigurt té té dhénave.

Jep rekomandime specifike pér sektorin, t& pérshtatura me nevojat unike té OJQ-
ve.

Pajisé OJQ-té me njohuri mbi detyrimet e tyre ligjore dhe té drejtat né lidhje me
mbrojtjen e té dhénave, duke nxitur njé kulturé pajtueshmérie brenda sektorit té
shogérisé civile.

Sigurojé aksesueshméri duke paraqitur praktikat mé té mira né njé format té
strukturuar dhe té lehté pér t'u ndjekur.

Mbéshtesé zbatimin pérmes pérpjekjeve té sensibilizimit dhe shpérndarjes népér
rrjetet e OJQ-ve té CiviKos dhe ITS, si dhe Agjencisé pér Informim dhe Privatési
(AIP).

Kérkesat pér pozicionin e ekspertit pér mbrojtjen e té dhénave:

Diplomé Master né Drejtési ose Shkenca Sociale, ose kualifikim pér provimin e
Jurisprudencés.

Minimumi 5 vite pérvojé pune, duke pérfshiré té paktén 3 vite pérvojé né hartimin
e analizave ligjore, politikave ose raporteve té ngjashme. Pérvoja né fushén e
mbrojtjes sé t& dhénave éshté shumé e preferuar.



o Aftési té shkélgyera né shkrim né gjuhén shqipe dhe angleze.

o Njohuri té thella mbi kornizat dhe parimet ligjore qé lidhen me mbrojtjen e té
dhénave.

o Aftési té forta analitike dhe kérkimore pér té kryer vlerésime té detajuara dhe pér
té hartuar raporte gjithépérfshirése.

o Aftési efektive komunikimi pér té shpjeguar koncepte ligjore komplekse dhe pér
té bashképunuar me palé té ndryshme té interesuara.

Kompensimi financiar:

Eksperti i angazhuar pér kété detyré do té kompensohet me 150 € né dité. Me njé
kohézgjatje prej 15 ditésh pune, totali i pagesés pér kété projekt do té jeté 2250 €. Pagesat
dhe kushtet e tyre do té specifikohen né kontraté, duke pérfshiré ményrén dhe afatet e
faturimit. Eksperti do té jeté pérgjegjés pér menaxhimin e tatimeve dhe sigurimeve té
veta né pérputhje me rregulloret lokale.

Fushéveprimi i detyrés pér ekspertin pér mbrojtjen e té dhénave:
Pérgjegjésité e Ekspertit té Mbrojtjes sé té Dhénave

Eksperti i Mbrojtjes sé té Dhénave do té jeté pérgjegjés pér zhvillimin e njé Udhézuesi té
Specializuar pér OJQ-té mbi Mbrojtjen e té Dhénave, duke siguruar gé ai té ndihmojé
né pérmirésimin e pajtueshmeérisé s¢ OJQ-ve me ligjet dhe praktikat mé té mira té
mbrojtjes sé t& dhénave. Eksperti do té kryejé detyrat e méposhtme:

1. Kérkimi dhe Analiza Ligjore

o Té kryejé njé shqyrtim té detajuar té Ligjit Nr. 06/L-082 pér Mbrojtjen e té
Dhénave Personale né Kosové dhe kornizave té tjera ligjore pérkatése.

o Té analizojé sfidat kryesore té mbrojtjes sé¢ té dhénave me té cilat pérballen OJQ-
té, vecanérisht ato qé punojné me grupe té cenueshme si graté, fémijét dhe
komunitetet e margjinalizuara.

o Té vlerésojé praktikat mé t&é mira ndérkombétare, pérfshiré kornizat nga BE-ja, pér
té siguruar qé udhézuesi té jeté né pérputhje me standardet e njohura globalisht.

2. Zhvillimi i Udhézuesit

o Té hartojé njé udhézues té qarté, praktik dhe té lehté pér pérdorim, i cili ndihmon
OJQ-té té pérmbushin kérkesat ligjore pér mbrojtjen e té dhénave.



o Té ofrojé udhézime mbi zhvillimin e politikave té brendshme pér mbrojtjen e té
dhénave, trajnimin e stafit dhe zbatimin e masave té sigurisé pér té mbrojtur té
dhénat e ndjeshme.

3. Angazhimi me Palét e Interesuara

o Té mbledhé inpute nga OJQ-té, Agjencia pér Informim dhe Privatési (AIP) dhe
eksperté ligjoré, pér té siguruar qé udhézuesi té jeté i pérshtatshém dhe praktik.

o Té integrojé komente dhe sugjerime nga ITS dhe CiviKos, duke pérmirésuar mé
tej pérmbajtjen dhe aplikueshmériné e udhézuesit pér sektorin e shogérisé civile.

4. Finalizimi dhe Shpérndarja

o Té dorézojé udhézuesin pérfundimtar te ITS dhe CiviKos, duke siguruar gé té
gjitha komentet dhe sugjerimet té jené pérfshiré.

o Té mbéshtesé shpérndarjen e udhézuesit pérmes njé fushate né rrjetet sociale,
rrjeteve té OJQ-ve dhe platformave dixhitale, pér té rritur qasjen dhe ndikimin e
tij.

Afati kohor dhe specifikat e detyrés

Dorézimet Kohézgjatja Ditét e Punés té
Ideale Alokuara

Takimi fillestar i koordinimit me ITS & |Javal 1

CiviKos

Kérkimi dhe mbledhja e té dhénave Javal-2 5

Hartimi i udhézuesit Java 2 -4 5

Takimi me palét e interesuara pér komente Java 4 1

Pérfshirja e komenteve dhe finalizimi i |Java4-5 3

udhézuesit

Dorézimi i udhézuesit final Fundi i Javés 5 1

Total Dité Pune 5 javeé gjithsej 15
Shénim:

Kohézgjatja e pércaktuar ofron fleksibilitet pér té pérshtatur rrjedhén e punés, duke marré parasysh
15 ditét e punés té alokuara. Eksperti pritet té menaxhojé kohén e tij né ményré efikase brenda
afateve té pércaktuara, me dorézimin pérfundimtar té punés deri né fund té periudhés sé
angazhimit. Raportime té rregullta mbi progresin do té kérkohen nga ITS.



Afati dhe Dorézimi i Dokumenteve té Aplikimit:

Kandidatét e interesuar duhet té dorézojné dokumentet e kérkuara pér aplikim jo mé
voné se 1 mars 2025, né orén 16:00. Aplikimet duhet té dérgohen me email né adresén:
info@institutets.com.

Aplikimi duhet té pérmbajé dokumentet e méposhtme:

e CV Profesionale: Njé curriculum vitae e detajuar qé pasqyron edukimin dhe
pérvojén pérkatése té punés, me fokus té vecanté né eksperiencén né mbrojtjen e
té dhénave ose fusha té ngjashme.

o Shembuj té Punéve té Méparshme: Ekzemplaré té analizave, raporteve ose
kérkimeve té méparshme té realizuara ose té kontribuuara nga kandidati,
vecanérisht ato qé lidhen me mbrojtjen e t&¢ dhénave ose fusha té aférta.

Aplikantét duhet té sigurohen qgé té gjitha dokumentet té jené té plota dhe té reflektojné
saktésisht kualifikimet dhe pérvojat e tyre né pérputhje me kérkesat e pozicionit té
Ekspertit té Mbrojtjes sé t&é Dhénave. Aplikimet e paplota ose ato qé pranohen pas afatit
nuk do té merren né konsideraté.



